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MPC: largest provider_of integrated microdata to

trusted, non-commercial researchers

Statistical confidentiality and privacy.
Implementing IPUMS-International
technical protocols in CSPro/IMPS

www.ipums.org/international
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Outline: IPUMS: statistical confidentiality methods .
k4 1. IPUMS-International: Goals
1. IPUMSi: A restricted access, web-based microdata
dissemination system ) . .
2 IPUMSI: The trusted userfinstitution approach 1. Inventory census mlcrodaFa anc_l documentation, world-V\_nde
. 2. Recover and preserve at-risk microdata and documentation
> A Lega'I I'Dlsclo.sure f:ontrols 3. Integrate anonymized census microdata and documentation
» B. Administrative Disclosure Controls 4. Disseminate--without cost--extracts of anonymized samples to

» C. Technical Disclosure Controls bona-fide researchers worldwide, regardless of country of
. . birth, citizenship or residence.
» Example: Saint Lucia, 1991 . ,p .
. i . . »  Sustained funding 1999-2015—6 grants of 5 years duration:
3. IPUMSi Technical Protocols in CSPro/IMPS: »  National Science Foundation (USA): 3 successive grants

» Design »  National Institutes of Health (USA): Latin America, Europe, Eur-Asia
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M Demonstration of concept [ .




12/18/2009

IPUMS-International: a restricted-access,
web-based microdata extraction system

»Researcher licensed to access microdata: 1/3 rejected
»NO: Public access, source files, or complete datasets
»Licensed researcher selects:

»Countries,

»Censuses,

»Cases/sub-populations,

»Variables, and sample densities

»Extract engine queues request, generates extract
»Password protected: to make and retrieve extracts

»Researcher retrieves extract via web with SSL 128-bit
encryption and analyzes using own wares (soft/hard/wet)
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See “10 tips” handout m
6 steps using AREA
www.ipums.org/international:
2a. Study documentatlon \E/ ‘”

2b. Design extract 3' Receive email:

logon with p/word

1. Logon

va (also SAS,
4. Download { : -
extract (SSL ‘ Bl

encrypted)

6. Analyze
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IPUMS-International: world’s largest disseminator of
integrated microdata to trusted, non-commercial
researchers

1999: Founded by Steven Ruggles and Bob McCaa,

—restrict access to trusted users, and apply corresponding
confidentiality techniques

» 2002: 1strelease of integrated samples for 7 countries; >200
users in first year
» Big success! 80+ countries signed; 70+ entrusted microdata to
IPUMS, datasets for more than 250 censuses, >180 entire
datasets
» 2006...
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IPUMS-International: world’s largest disseminator of
integrated microdata to trusted, non-commercial
researchers
» 1999: Founded

» 2006, 34 release:
» data for 20 countries, samples for 63 censuses,
» 185 million person records,
» >1,000 users

» 2010, 7th release:
» data for ~50 countries, samples for ~160 censuses
» ~300 million person records
» >4,000 users

» Note: data extracts are provided only to licensed users.
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2. IPUMS-International
The “trusted-user/institution” approach
to disseminating integrated,
anonymized microdata extracts

Disclosure Controls:

A. Legal: Memorandum with NSI

B. Administrative: License with researchers
C. Technical: Sample, Data modifications
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3 kinds of confidentiality protections:

A. Legal: Dissemination agreement between University
of Minnesota and each National Statistical Institute
»  Uniform 11 point Memorandum of Understanding regarding:
ownership, use, authorization, restrictions, confidentiality,
security, publication, violations, sharing, arbitration, and
order of precedence

B. Administrative:

C. Technical
12
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A. NSI with U. of Minnesota

A. NSI with U of Minnesota

r....,...u.u.‘." = ;
< i d Sy e Letter of Understanding (2005)
9. Violations. Violation of the user license may lead to professional censure, loss of
umplm ment, and/or ¢ivil prosecution. The University of Minnesota, national and

| seientific organizations, and the [Official Statistical Institute of Country X|
will assist in the enforcement of provisions of this accord.

6. Security. Users will implement security measures to prevent unauthorized
access (0 microdata acquired from Integrated Public Use Microdata Series
International or ite partners.

. Violations. Violation of this agreement may lead to professional censure
and/or civil prosecution,

o
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— B. License with researchers

Restricted Access web-based system

3 kinds of confidentiality protections: |
L Legally-binding license agreement
A. Legal: P (I: »forces would-be intruder to violate law by
which they can be fined and/or jailed
> U E »Researcher’s institution sanctioned
M g »protects privacy and confidentiality
E »assures proper use
B. Administrative: conditional use license between the S Access limited to:
University of Minnesota and each researcher »
»  Permission to use restricted access microdata, 3 criteria: »
research need, research competence, and agree to abide by »
conditions of use license
C. Technical »
15 » 16
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B. License with researchers
Restricted Access web-based system

Legally-binding license agreement

Access limited to:
. »Bona-fide researchers (credentialed)
S »with demonstrated scientific need
»who agree to abide by license
restrictions
»Confidentiality
»No redistribution, no commercial use
»Data safely secured
»Alleging that a person can be or has been
identified is a violation
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DATA

Intermational
i L HOME DATA  DOCUMENTATION FEEDHACK.  SEARCH
IBLMS. International is a project dedicated to collacting and >

PUME] Begrtration distributing census data from around the world. Its gaals are to:

(11 7
e . + Comctand prasaevsdata and dacumaniaticn Apply for Access

Gls Boundare Files * Harmanize data
Citation of IPUMS + Dissemnate the data absolutely fr

/ \

Application to Usa Restrictad Micradata

1S Internutianal micradata are railable free of chirge, buot their use imgaser responaibilise: upon the uzer.

DOCUMENTATION
= aa countries - uye censuses - avy million person records Bublic Lks W o
yanabiles il dentibving the winr by name, dact

Census Questionnaires

The iwertigatar must state the purpare of the propared sraject and agree to akide by the reguistions spected below. ¥ nuTipl

roved, 1 mesrage will be sent Sy enall granting

| inwertigitors are imvetved in 2 praject, al must regster eparately, Unce ¥ profect & u
RESOURCES
aecem 1o the fystem.

Wigrld Data lnyentory
sirodata Handbook
grnaticnal Partnes
Bdiboaranhy

see 12 avaire erodits from Integrsned Puble Uis

or wther sutherdeed

i tha misraduts must be reparted ta ipundlinap.unn ads

COMTACT LS
Legat Motice: Submisiion of i application coantifites & legally binding apissment batween the applicant, fhe plicant's tmtiiution,

kecdhack e University of Minnasots, and the relevant oflicial iatmtical urtheaities. Submrting e, misleading or frasdulent infor matssn

| constitutes 2 violation of shis seseemens. Mis-usin the dita by vistating sy of the cortitions detailed below alse comtrtutes 4
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g provided by: | Science Foundatcn, Mational Ingtaut b A intesmatianal las, and 10 5anc1ons sgainst your mstination. at the dncration of the Universing of Mineesats aed he offsis) U
© Regents of the Lnneersty of Minneaula. All rghts reserved vt al sihonities
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Superdtor/Department Head/Class Instructor Mame:

| B i e L Te 1 email addre:

All information wdll he kapt confidential.
All infrmation on this farm b required for registratian unlnss atheradie indicated.
Parsonal lnfor matisn Street Address 1:

Address [institutsanal # none, enter personaly

by Hame: [ street Ada

Ciny, State/Province, Zip:
Family Hame: |

Employer/institutional affilintion:

Name, Position and Identifying e-mall address and webpage,
i

SuperdsariDepartmant Hesd/Class Instructar Hame: |
omall address: T

E-mall address ta e

 for this project:

Address firstitutional il nene, snter peromal);

Steeat Address 1d Funding research, other than employer, if any.
Indieate rame of granting institution, grant &, title, and

ymarfs] of e

A Dme e et

v [SR),
[ \J #fice for Human Subject Protactions, Professionsl Conduct
21 f 50, pleare Indicate name
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C. 9 Technical Disclosure Controls C. Technical Disclosure Controls
(Thorogood, 1999) Example: Saint Lucia, 1991 Census
L. Restrict access to samples e e s, O A o, s o
2. Limit geographical detail 3' settleglen%, e?\umeration éistri’ct, séhogﬁdentifigatioh: retain urban-rural
: . Recode sparse categories (n<25)-> “other”.
3' ReCOde Sparse Categorles »  Type of dwelli_ng: suppress townhouse, barracks
4. Truncate top and bottom codes > Type of ownership: Suppress sauated, leased
5. Construct age from birthdate, if necessary > T¥pe of ro0f: suppress 5 categories
. . . » all material: suppress 5 categories
6. Suppress: date of birth, precise place of birth » Water supply: suppress pubwell
7' Migration: timing/place not Identlfled in detall Z g}?:igtal:iggri‘::ngﬂpspllj'zs;eéﬁig::e, Portuguese, Syrian-Lebanese
8. Identify place of residence by major civil division e e bicycle
(p0p>20_k, 60k, 100k, 250k, 1 million—i.e., national »  Type of school: technical institute, university
convent|0n) »  Number of hours worked last week: 5 hour groups. , 70+
s . »  Pay period: suppress quarterly, annuall
9. Suppress any sensitive variable requested by NSI 5 Ocelpation, industry, training code: reduce from 4 digits to 1213 .
MEC;‘&::E:?}‘;« CENTER Lisivresiry oF Missesoral ME: _’P"é::::?rc‘" CENTER Lisivresiry oF Missesoral

C. Technical Disclosure Controls C. Technical Disclosure Controls
Example: Saint Lucia, 1991 Example: Saint Lucia, 1991
4. Top-bottom code 5. Suppress:
» Number of rooms: 10+ » date of birth, precise place of birth, type of work wanted
»  Number of bedrooms: 7+ 6. Migration: timing/place not identified in detail
»  Number of radios: 4+ »  Country last lived: suppress 37 categories
»  Number of t‘_’53 3+ »  Year of immigration: <1948
»  Number of videos: 2+ . 7. Identify place of residence by major civil division
»  Number of emigrants in dwelling: 2+ (pop>20k, 60k, 100k, 250k, 1 million—i.e., national
» Age: 81+ convention)
» Age at first child: <=14 »  all suppressed
» Age at first union: <=14, 41+ . . )
5> Age atlast child: <=14, 45+ 8. Suppress any sensitive variable requested by NSI:
» Number of school subjects: <=3, >=7 »  none (as yet)
» Income categories: 8+
- - 29 - _ 30
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3. Implementing IPUMS technical protocols
using CSPro/IMPS

31
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Join us at the 58t™ ISI: Dublin, Aug 21-26, 2011
http://www.isi2001.ie

T »  IPUMS
ISI zo11 Workshop,
Aug 19-20.

-.Il @ »  Microdata
A sessions.
T - »  IPUMS
DUBLIN & Funding for
delegates from
developing
countries.
» IPUMS booth
»  Participate in
IS1 sessions.
»  Network with
stat offices,
international
agencies, etc.
33
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B. Demonstration of Concept:

E s 4 oritanlen (i 1, Comtral Statistics Office, Ireland)
al P : Usivwnesiry o Missusoral
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Thank you!

More:

www.hist.umn.edu/~rmccaa/ipums-global

.3
e

Lisbon workshop (2007):
Saint Lucia report

* k k k k%
Contact: rmccaa@umn.edu
this ppt is also available at:

ipums-global
(See “Saint Lucia Seminar”)
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see: Durban workshop (2009):
Microdata recovery, Jamaica report
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