
12/18/2009

1

Statistical confidentiality and privacy.Statistical confidentiality and privacy.
Implementing IPUMSImplementing IPUMS--International International 
technical protocols in CSPro/IMPS technical protocols in CSPro/IMPS 

www.ipums.org/internationalwww.ipums.org/internationalp gp g
* * ** * *

Michael Levin and Robert McCaaMichael Levin and Robert McCaa
Harvard University School of Public Health Harvard University School of Public Health 

Minnesota Population CenterMinnesota Population Center
jlevin00@yahoo.comjlevin00@yahoo.com and and rmccaa@umn.edurmccaa@umn.edu

““Inadequate use of microdata has high costsInadequate use of microdata has high costs””
----Len Cook (2003, registrar general, ONS)Len Cook (2003, registrar general, ONS)
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MPC:  largest provider of integrated microdata to MPC:  largest provider of integrated microdata to 
trusted, nontrusted, non--commercial researcherscommercial researchers

InternationalInternational
(census)(census)

USA (census)USA (census)

EmploymentEmployment

HistoryHistory
(19(19thth c.)c.)

GISGIS

HealthHealth

TimeTime--UseUse
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IPUMSIPUMS--Global (first 10 years) Global (first 10 years) 
dark greendark green = integrated and disseminating= integrated and disseminating

(44 countries, 130 censuses, 279 millon person records)(44 countries, 130 censuses, 279 millon person records)
green = to be integrated (35 countries, 90 censuses, 150 mill.)green = to be integrated (35 countries, 90 censuses, 150 mill.)

Inventory:  * = IPUMS confidentiality protocols usedInventory:  * = IPUMS confidentiality protocols used

See “Inventory” See “Inventory” 
handouthandout

Microdata

Integrated into IPUMS

Entrusted to IPUMS None entrusted

None inventoried

Mollweide projection 3

IPUMSIPUMS--Caribbean Caribbean 
dark greendark green = integrated and disseminating= integrated and disseminating (1 country, 4 censuses)(1 country, 4 censuses)

midmid--green = to be integrated (5 countries, 13 censuses)green = to be integrated (5 countries, 13 censuses)
light green = negotiating (2 countries)light green = negotiating (2 countries)

Integration calendarIntegration calendar
2010:  Cuba, 2010:  Cuba, 

Saint LuciaSaint Lucia
2011:  Jamaica2011:  Jamaica
2012:  ?2012:  ?

Mollweide projection 4

1.1. IPUMSi:  A restricted access, webIPUMSi:  A restricted access, web--based microdata based microdata 
disseminationdissemination system system 

2.2. IPUMSi:  The trusted user/institution approachIPUMSi:  The trusted user/institution approach

A Legal Disclosure ControlsA Legal Disclosure Controls

Outline:  IPUMSi statistical confidentiality methodsOutline:  IPUMSi statistical confidentiality methods

»» A. Legal Disclosure ControlsA. Legal Disclosure Controls

»» B. Administrative Disclosure ControlsB. Administrative Disclosure Controls

»» C. Technical Disclosure ControlsC. Technical Disclosure Controls

»» Example:  Saint Lucia, 1991Example:  Saint Lucia, 1991

3.3. IPUMSi Technical Protocols in CSPro/IMPS:  IPUMSi Technical Protocols in CSPro/IMPS:  

»» DesignDesign

»» Demonstration of concept Demonstration of concept 5

1. IPUMS1. IPUMS--International: GoalsInternational: Goals

1.1. Inventory census microdata and documentation, worldInventory census microdata and documentation, world--widewide

2.2. Recover and preserve atRecover and preserve at--risk microdata and documentationrisk microdata and documentation

3.3. Integrate anonymized census microdata and documentationIntegrate anonymized census microdata and documentation

4.4. DisseminateDisseminate----without costwithout cost----extracts of anonymized samples to extracts of anonymized samples to 
bonabona--fide researchers worldwide, regardless of country of fide researchers worldwide, regardless of country of 
birth, citizenship or residence.birth, citizenship or residence.

»» Sustained funding 1999Sustained funding 1999--20152015——6 grants of 5 years duration:6 grants of 5 years duration:
»» National Science Foundation (USA): 3 successive grantsNational Science Foundation (USA): 3 successive grants

»» National Institutes of Health (USA):  Latin America, Europe, EurNational Institutes of Health (USA):  Latin America, Europe, Eur--AsiaAsia
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IPUMSIPUMS--International: a restrictedInternational: a restricted--access, access, 
webweb--based microdata extraction systembased microdata extraction system
»»Researcher licensed to access microdata: 1/3 rejectedResearcher licensed to access microdata: 1/3 rejected

»»NONO:  Public access, source files, or complete datasets:  Public access, source files, or complete datasets

»»Licensed researcher selects: Licensed researcher selects: 
»»CountriesCountries»»Countries, Countries, 
»»Censuses,Censuses,
»»Cases/subCases/sub--populations, populations, 
»»Variables, and sample densitiesVariables, and sample densities

»»Extract engine queues request, generates extractExtract engine queues request, generates extract

»»Password protected:  to make and retrieve extracts Password protected:  to make and retrieve extracts 

»»Researcher retrieves extract via web with SSL 128Researcher retrieves extract via web with SSL 128--bit bit 
encryption and analyzes using own wares (soft/hard/wet)encryption and analyzes using own wares (soft/hard/wet)
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6 steps6 steps usingusing
www.ipums.org/international:www.ipums.org/international:

1. Logon 1. Logon 

2a. Study documentation2a. Study documentation
2b. Design extract2b. Design extract 3. Receive email; 3. Receive email; 

l ith / dl ith / d

See “10 tips” handoutSee “10 tips” handout

gg
w/ passwordw/ password logon with p/wordlogon with p/word

4. Download 4. Download 
extract (SSL extract (SSL 
encrypted)encrypted)

5. UnZip data5. UnZip data

(also SAS,  (also SAS,  
STATA)STATA)

6. Analyze6. Analyze8

IPUMSIPUMS--International:  world’s largest disseminator of International:  world’s largest disseminator of 
integrated microdata to integrated microdata to trusted, nontrusted, non--commercial commercial 

researchersresearchers
»» 1999: Founded by Steven Ruggles and Bob McCaa,1999: Founded by Steven Ruggles and Bob McCaa,

––restrict access to trusted users, and apply corresponding restrict access to trusted users, and apply corresponding 
confidentiality techniquesconfidentiality techniques

»» 2002:  12002:  1stst release of integrated samples for 7 countries; >200 release of integrated samples for 7 countries; >200 
users in first yearusers in first year

»» Big success! 80+ countries signed; 70+ entrusted microdata toBig success! 80+ countries signed; 70+ entrusted microdata to»» Big success!  80+ countries signed; 70+ entrusted microdata to Big success!  80+ countries signed; 70+ entrusted microdata to 
IPUMS, datasets for more than 250 censuses, >180 entire IPUMS, datasets for more than 250 censuses, >180 entire 
datasetsdatasets

»» 2006…2006…
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IPUMSIPUMS--International:  world’s largest disseminator of International:  world’s largest disseminator of 
integrated microdata to integrated microdata to trusted, nontrusted, non--commercial commercial 

researchersresearchers
»» 1999: Founded1999: Founded

»» 2006, 32006, 3rdrd release: release: 
»» data for 20 countries, samples for 63 censuses, data for 20 countries, samples for 63 censuses, 

»» 185 million person records, 185 million person records, p ,p ,

»» >1,000 users>1,000 users

»» 2010, 72010, 7thth release:  release:  
»» data for ~50 countries, samples for ~160 censusesdata for ~50 countries, samples for ~160 censuses

»» ~300 million person records~300 million person records

»» >4,000 users>4,000 users

»» Note:  data extracts are provided only to licensed users.Note:  data extracts are provided only to licensed users.
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2. IPUMS2. IPUMS--International  International  
The “trustedThe “trusted--user/institution” approach user/institution” approach 

to disseminating integrated, to disseminating integrated, 
anonymized microdata extractsanonymized microdata extracts

Disclosure Controls:Disclosure Controls:
A.  Legal: Memorandum with NSIA.  Legal: Memorandum with NSI
B. Administrative: License with researchersB. Administrative: License with researchers
C. Technical: Sample, Data modificationsC. Technical: Sample, Data modifications
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3 kinds of confidentiality protections:3 kinds of confidentiality protections:

A.A. Legal:  Dissemination agreement between University Legal:  Dissemination agreement between University 
of Minnesota and each National Statistical Instituteof Minnesota and each National Statistical Institute

»» Uniform 11 point Memorandum of Understanding regarding:  Uniform 11 point Memorandum of Understanding regarding:  
ownership, use, authorization, restrictions, confidentiality, ownership, use, authorization, restrictions, confidentiality, 

it bli ti i l ti h i bit ti dit bli ti i l ti h i bit ti dsecurity, publication, violations, sharing, arbitration, and security, publication, violations, sharing, arbitration, and 
order of precedenceorder of precedence

B.B. Administrative:Administrative: conditional use license between the conditional use license between the 
University of Minnesota and each researcherUniversity of Minnesota and each researcher

»» Permission to use restricted access microdata, 3 criteria: Permission to use restricted access microdata, 3 criteria: 
research need, research competence, and agree to abide by research need, research competence, and agree to abide by 
conditions of use licenseconditions of use license

C.C. TechnicalTechnical data protection measuresdata protection measures
»» Specific to each country  …/Specific to each country  …/ 12
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A.  NSI with U of MinnesotaA.  NSI with U of Minnesota

13

A. NSI with U. of MinnesotaA. NSI with U. of Minnesota
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3 kinds of confidentiality protections:3 kinds of confidentiality protections:

A.A. Legal:  Legal:  Dissemination agreement between University Dissemination agreement between University 
of Minnesota and each National Statistical Instituteof Minnesota and each National Statistical Institute

»» Uniform 11 point Memorandum of Understanding regarding:  Uniform 11 point Memorandum of Understanding regarding:  
ownership, use, authorization, restrictions, confidentiality, ownership, use, authorization, restrictions, confidentiality, 

it bli ti i l ti h i bit ti dit bli ti i l ti h i bit ti dsecurity, publication, violations, sharing, arbitration, and security, publication, violations, sharing, arbitration, and 
order of precedenceorder of precedence

B.B. Administrative:  conditional use license between the Administrative:  conditional use license between the 
University of Minnesota and each researcherUniversity of Minnesota and each researcher

»» Permission to use restricted access microdata, 3 criteria: Permission to use restricted access microdata, 3 criteria: 
research need, research competence, and agree to abide by research need, research competence, and agree to abide by 
conditions of use licenseconditions of use license

C.C. Technical Technical data protection measuresdata protection measures
»» Specific to each country  …/Specific to each country  …/ 15

LegallyLegally--binding license agreement  binding license agreement  
»»forces wouldforces would--be intruder to violate law by be intruder to violate law by 
which they can be fined and/or jailedwhich they can be fined and/or jailed
»»Researcher’s institution sanctionedResearcher’s institution sanctioned
»»protects privacy and confidentialityprotects privacy and confidentiality

B. License with researchersB. License with researchers
Restricted Access webRestricted Access web--based systembased system

LL
II
CC
EE
NN

II

PP

UU

MM
»»protects privacy and confidentialityprotects privacy and confidentiality
»»assures proper use  assures proper use  

Access limited to: Access limited to: 
»»BonaBona--fide researchers (credentials) fide researchers (credentials) 
»»With a demonstrated scientific needWith a demonstrated scientific need
»»who agree to abide by license who agree to abide by license 
restrictionsrestrictions

»»Confidentiality Confidentiality 
»»No redistributionNo redistribution
»»Safely securedSafely secured
All i th t h b id tifi d iAll i th t h b id tifi d i

SS
EE

MM

SSii
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LegallyLegally--binding license agreement  binding license agreement  
»»forces wouldforces would--be snoopers to violate lawbe snoopers to violate law
»»protects privacy and confidentialityprotects privacy and confidentiality
»»assures proper use  assures proper use  

A li it d tA li it d t

B. License with researchersB. License with researchers
Restricted Access webRestricted Access web--based systembased system

LL
II
CC
EE
NN

II

PP

UU

MM Access limited to: Access limited to: 
»»BonaBona--fide researchers (credentialed) fide researchers (credentialed) 
»»with demonstrated scientific needwith demonstrated scientific need
»»who agree to abide by license who agree to abide by license 
restrictionsrestrictions

»»Confidentiality Confidentiality 
»»No redistribution, no commercial useNo redistribution, no commercial use
»»Data safely securedData safely secured
»»Alleging that a person can be or has been Alleging that a person can be or has been 
identified is a violationidentified is a violation

SS
EE

MM

SSii
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“Apply for Access”“Apply for Access”

20

21 22

23 24
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Must click acceptance of each Must click acceptance of each 
restriction to gain access.restriction to gain access. 25

End of applicationEnd of application
26

C. 9 Technical Disclosure ControlsC. 9 Technical Disclosure Controls
(Thorogood, 1999)(Thorogood, 1999)

1.1. Restrict access to samplesRestrict access to samples
2.2. Limit geographical detailLimit geographical detail
3.3. Recode sparse categoriesRecode sparse categories
44 Truncate top and bottom codesTruncate top and bottom codes4.4. Truncate top and bottom codesTruncate top and bottom codes
5.5. Construct  age from birthdate, if necessaryConstruct  age from birthdate, if necessary
6.6. Suppress: date of birth, precise place of birthSuppress: date of birth, precise place of birth
7.7. Migration:  timing/place not identified in detailMigration:  timing/place not identified in detail
8.8. Identify place of residence by major civil division Identify place of residence by major civil division 

(pop>20k, 60k, 100k, 250k, 1 million(pop>20k, 60k, 100k, 250k, 1 million——i.e., national i.e., national 
convention)convention)

9.9. Suppress any sensitive variable requested by NSI  Suppress any sensitive variable requested by NSI  
27

C. Technical Disclosure ControlsC. Technical Disclosure Controls
Example:  Saint Lucia, 1991 CensusExample:  Saint Lucia, 1991 Census

1.1. Restrict access to samples:  10% Restrict access to samples:  10% (13,405 persons)(13,405 persons)
2.2. Limit geographical detail (n<2,000): suppress region, district, town, Limit geographical detail (n<2,000): suppress region, district, town, 

settlement, enumeration district, school identification; retain urbansettlement, enumeration district, school identification; retain urban--ruralrural
3.3. Recode sparse categories (n<25)Recode sparse categories (n<25) “other”.“other”.

»» Type of dwelling:  suppress townhouse, barracksType of dwelling:  suppress townhouse, barracks
»» Land occupation:  suppress sharecropLand occupation:  suppress sharecrop
»» Type of ownership: suppress squatted, leasedType of ownership: suppress squatted, leased
»» Type of roof:  suppress 5 categoriesType of roof:  suppress 5 categories
»» Wall material:  suppress 5 categoriesWall material:  suppress 5 categories
»» Water supply:  suppress pubwellWater supply:  suppress pubwell
»» Type of lighting:  suppress gasType of lighting:  suppress gas
»» Ethnic origin: suppress Chinese, Portuguese, SyrianEthnic origin: suppress Chinese, Portuguese, Syrian--LebaneseLebanese
»» Religion:  suppress 6 categoriesReligion:  suppress 6 categories
»» School, work  mode of transport:  bicycleSchool, work  mode of transport:  bicycle
»» Type of school:  technical institute, universityType of school:  technical institute, university
»» Number of hours worked last week:  5 hour groups.  , 70+Number of hours worked last week:  5 hour groups.  , 70+
»» Pay period:  suppress quarterly, annuallyPay period:  suppress quarterly, annually
»» Occupation, industry, training code:  reduce from 4 digits to 1/2/3 Occupation, industry, training code:  reduce from 4 digits to 1/2/3 
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C. Technical Disclosure ControlsC. Technical Disclosure Controls
Example:  Saint Lucia, 1991Example:  Saint Lucia, 1991

4.4. TopTop--bottom codebottom code
»» Number of rooms:  10+Number of rooms:  10+
»» Number of bedrooms:  7+Number of bedrooms:  7+
»» Number of radios: 4+Number of radios: 4+

N b f t 3+N b f t 3+»» Number of tvs: 3+Number of tvs: 3+
»» Number of videos: 2+Number of videos: 2+
»» Number of emigrants in dwelling: 2+Number of emigrants in dwelling: 2+
»» Age:  81+Age:  81+
»» Age at first child:  <= 14Age at first child:  <= 14
»» Age at first union: <=14, 41+Age at first union: <=14, 41+
»» Age at last child:  <=14, 45+ Age at last child:  <=14, 45+ 
»» Number of school subjects: <=3, >=7Number of school subjects: <=3, >=7
»» Income categories: 8+Income categories: 8+
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C. Technical Disclosure ControlsC. Technical Disclosure Controls
Example:  Saint Lucia, 1991Example:  Saint Lucia, 1991

5.5. Suppress: Suppress: 
»» date of birth, precise place of birth, type of work wanteddate of birth, precise place of birth, type of work wanted

6.6. Migration:  timing/place not identified in detail Migration:  timing/place not identified in detail 
»» Country last lived:  suppress 37 categoriesCountry last lived:  suppress 37 categories
»» Year of immigration:  <1948Year of immigration:  <1948

7.7. Identify place of residence by major civil division Identify place of residence by major civil division 
(pop>20k, 60k, 100k, 250k, 1 million(pop>20k, 60k, 100k, 250k, 1 million——i.e., national i.e., national 
convention)convention)

»» all suppressedall suppressed

8.8. Suppress any sensitive variable requested by NSI:  Suppress any sensitive variable requested by NSI:  
»» none (as yet) none (as yet) 
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3.  Implementing IPUMS technical protocols 3.  Implementing IPUMS technical protocols 
using CSPro/IMPSusing CSPro/IMPS
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B. Demonstration of Concept:B. Demonstration of Concept:
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Join us at the 58Join us at the 58thth ISI: ISI: Dublin, Aug 21Dublin, Aug 21--26, 201126, 2011
http://www.isi2001.iehttp://www.isi2001.ie

»» IPUMS IPUMS 
Workshop, Workshop, 
Aug 19Aug 19--20. 20. 

»» Microdata Microdata 
sessions.sessions.

»» IPUMS IPUMS 
Funding for Funding for 
delegates from delegates from 
developing developing 
countries. countries. 

»» IPUMS boothIPUMS booth
»» Participate in Participate in 

ISI sessions.ISI sessions.
»» Network with Network with 

stat offices, stat offices, 
international  international  
agencies, etc.agencies, etc.
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Thank you!Thank you!

MoreMore::
www.hist.umn.edu/~rmccaa/ipumswww.hist.umn.edu/~rmccaa/ipums--globalglobal

see:  Durban workshop (2009): see:  Durban workshop (2009): 
Microdata recovery, Jamaica reportMicrodata recovery, Jamaica reporty, py, p

Lisbon workshop (2007):Lisbon workshop (2007):
Saint Lucia reportSaint Lucia report

* * * * * ** * * * * *
Contact:  Contact:  rmccaa@umn.edurmccaa@umn.edu
this ppt is also available at:this ppt is also available at:

ipumsipums--globalglobal
(See “Saint Lucia Seminar”)(See “Saint Lucia Seminar”)
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